ssNVM User's Manual

ssNVM

User's Manual

Version 1.0

Copyright Simma Software, Inc. - 2023

ssNVM User's Manual -1-



ssNVM User's Manual

ssNVM License

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY BEFORE USING THE SOFTWARE. BY USING THE SOFTWARE, YOU
ARE ACCEPTING AND AGREEING TO THE TERMS OF THIS LICENSE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS
LICENSE AGREEMENT, YOU SHOULD PROMPTLY DELETE ALL COPIES OF THE
SOFTWARE IN YOUR POSSESSION.

1. Corporate License Grant. Simma Software hereby grants to the purchaser (herein
referred to as the "Client"), a royalty free, non-exclusive license to use the ssNVM
source code (collectively referred to as the "Software") as part of Client's product.
Except as provided above, Client agrees to not assign, sublicense, transfer, pledge,
lease, rent, or share the Software under this License Agreement.

2. Simma Software's Rights. Client acknowledges and agrees that the Software and the
documentation are proprietary products of Simma Software and are protected under
U.S. copyright law. Client further acknowledges and agrees that all right, title, and
interest in and to the Software, including associated intellectual property rights, are and
shall remain with Simma Software.

3. License Fees. The Client in consideration of the licenses granted under this License
Agreement will pay a one-time license fee.

4. Term. This License Agreement shall continue until terminated by either party. Upon
termination, all rights granted to Client will terminate and revert to Simma Software.
Client must destroy all copies of the Software upon termination.

5. Limited Warranty. Simma Software warrants, for Client's benefit alone, for a period of
one year from the date of delivery, that the Software shall operate substantially in
accordance with the functionality described in this User's Manual. THE SOFTWARE IS
LICENSED "AS IS," AND SIMMA SOFTWARE DISCLAIMS ANY AND ALL OTHER
WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

6. Limitation of Liability. Simma Software's cumulative liability to Client or any other
party for any loss or damages resulting from any claims, demands, or actions arising out
of or relating to this License Agreement shall not exceed the license fee paid to Simma
Software for the use of the Software. In no event shall Simma Software be liable for any
indirect, incidental, consequential, special, or exemplary damages or lost profits.

7. Governing Law. This License Agreement shall be construed and governed in
accordance with the laws of the State of Indiana.

ssNVM User's Manual -2-



ssNVM User's Manual

ssNVM User's Manual -3-



ssNVM User's Manual

TABLE OF CONTENTS

SSNVIM LICENSE ...ttt 2
1] (oo 11 o3 1o o SRR 6
Integration Of SSNVIM ... ..ot e e e e et e e e e e e eeenes 7
INtegration STEPS ....covviiii 7
Flash Hardware Abstraction Layer ...........co oo e 8
3.1 Flash HAL CONStantS .....oouuuiiii e 8
3.2 FIash HAL FUNCHONS. ...t snsnneennne 8
ssNVM Application Program Interface............oouuoiiiiiiii e 9
4.1 Data Type DefinitioNS.......cccooeeiiiiece e 9
4.2 FUNCHON APIS ...ttt e e e e e e e e e e e e 10
L S 10
NV _FIUSH Lo e e e e 11
LYo o = £ S 11
NV_gEL €€ STaAIt ... e 12
NV_load_defaults ....... .o e 12
NV (=T T USSP 13
N =T =T It 1 S 14
NV (=TT 1 3PP 14
N 41 = PSS 15
NV WEIEE IO ..o e e e e e e e ettt e e e e e e e ee e e bbb e e e e e e e eeeanaeaaans 15
LN 1 1= PP 16
(70 a1 ilo 18T =1 i o] o 1R EPPPSPRT 17
5.1 feecfg.h — FEE Configuration ............cccoooi e 17
Number oOf FIash SECLOrS. ... ... 17
Emulated EEPROM SizZe......ccooiiiiiiiie e 17
Configuration ConStraintS..........coooiiiiiiiiii 17

5.2 fls.h — Flash HAL CONStants ....... ... 18
Flash Start AdAressS. .. ..o e e e e 18
FIash SeCtOr SIze .....coooioi e 18

5.3 NVM AdAress Map .. .ccieeeiiiie ettt e et e e e e e e e e e et e e eees 18
=0 0] o] [ USRS UUPPPPTPPPIR 19
6.1 Initialization and Default LOading ..............uuuuuiimiiiimiiiiiiiiiiiiiiiiiiieeiieieeeeeeeeeeeneees 19
6.2 Reading NVM Variables........cccooiiiiiicie e 19
6.3 Writing NVM Variables and Scheduling a Flash Write..............ccccooiiiiiiiiiiiiiiiinnn. 20

ssNVM User's Manual -4 -



ssNVM User's Manual

6.4 Periodic Main LoOp Pattern..... ..o 20
6.5 Forcing Immediate Flush Before Power-Down..............cooooiiiiiiiiiiiiieeee, 21

ssNVM User's Manual -5-



ssNVM User's Manual

Chapter 1

Introduction

ssNVM is a lightweight, non-volatile memory (NVM) manager written in ANSI C. ssNVM
provides a simple RAM-backed EEPROM emulation layer on top of the ssFEE (Flash
EEPROM Emulation) module. The combination gives embedded applications persistent
storage on microcontrollers that have only internal data flash — no external EEPROM
device is required.

ssNVM is designed with modularity and readability in mind and is platform independent,
allowing it to be used on any CPU or DSP with or without an RTOS. The module
manages wear leveling, CRC validation, power-loss detection, and sector rotation
transparently so that application code only needs to read and write data using simple
byte-addressed API calls.

The software is organized into three layers:

* nv.c/nv.h — High-level NVM API visible to application code.

+ fee.c/fee.h — Flash EEPROM Emulation (FEE) layer that manages sectors,
sequencing, and CRC.

» fls.c/fls.h — Flash hardware abstraction layer (HAL) that is ported per target
MCU.

« feecfg.h — User-editable configuration file.

Filename File Description

nv.c High-level NVM source file. Application-facing API. Do
not modify.

nv.h High-level NVM header file. Do not modify.

fee.c FEE layer source file. Manages sectors, sequencing, and
CRC. Do not modify.

fee.h FEE layer header file. Do not modify.

feecfg.h ssNVM configuration file. Modification required for porting.

fls.c Flash HAL source file. Modify to match target hardware.

fls.h Flash HAL header file. Modify to match target hardware.

crc32.c CRC-32 implementation. Do not modify.

crc32.h CRC-32 header file. Do not modify.

Table 1-1: ssNVM files
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Chapter 2

Integration of ssNVM

This chapter describes how to integrate ssNVM into your application. After completing
these steps you will be able to persistently read and write data to and from internal flash
without an external EEPROM.

Integration Steps

* Port fls.c to your target microcontroller. fls.c contains all hardware-specific flash
operations (init, erase, write, blank-check, busy-check). The existing
implementation targets the Infineon TriCore TC334. Adapt the functions to
match your device's flash driver API.

» Edit feecfg.h. Set FEECFG_SECTORS_TOTAL to the number of physical flash
sectors reserved for NVM storage and FEECFG_EE_SIZE to the byte size of the
emulated EEPROM image. See Chapter 5 for details.

* Call nv_init() once at startup, after any hardware initialization your platform
requires but before any read or write operations are performed.

* Call nv_update() at a fixed periodic interval from your main loop or a low-priority
task. This function drives the background FEE state machine and must not be
called from an interrupt context.

* Implement nv_load_defaults() in nv.c. This function is called automatically when
no valid data is found in flash (e.g. first power-on after programming). Use it to
initialize NVM variables to their factory defaults.

* Call nv_flush() when you want dirty RAM data committed to flash. The actual
write to flash is deferred and completed by nv_update() asynchronously.

+ Use nv_read(), nv_read16(), nv_read32(), nv_write(), nv_write16(), and
nv_write32() in your application to access NVM data.
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Chapter 3

Flash Hardware Abstraction Layer

The Flash Hardware Abstraction Layer (HAL) is the only module that is hardware-
specific. All platform-dependent flash operations are encapsulated in fls.c so that no
other module needs to be modified during a port. fls.h defines two constants that
describe the physical flash layout and must be updated for the target device.

3.1 Flash HAL Constants

Constant Description

FLS FEE_ADDR_START Starting address of the data flash region reserved for FEE.

FLS SECTOR_SIZE Physical size of one flash sector in bytes. Must be a
multiple of 4.

Table 3-1: Flash HAL constants

3.2 Flash HAL Functions

Function Prototype Description

uint8_t fls_init( void ) Initializes flash hardware and obtains the safety watchdog
password.

uint8_t fls_is_busy( void ) Returns 1 if flash is currently executing an operation, 0
otherwise.

uint8_t fls_sector_is_blank( Returns 1 if the sector at addr is fully erased, 0 otherwise.

uint32_t addr )

uint8_t fls_sector_erase( Initiates an erase of the sector at addr. Returns 0 on

uint32_t addr) success.

uint8_t fls_write( uint32_t addr, Writes two 32-bit words (8 bytes) to flash starting at addr.
uint32_t val3to0, uint32_t val7to4

)
Table 3-2: Flash HAL functions
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Chapter 4

ssNVM Application Program Interface

This chapter describes the application program interface (API) for the NVM module. All
functions listed here are declared in nv.h and implemented in nv.c. These are the only
functions application code should call directly.

Function Prototype
uint8_t nv_init( void )
void nv_flush( void )

void nv_update( void )

uint32_t nv_get_ee_start( void )

void nv_load_defaults( void )

nv_err_t nv_read( uint16_t addr,
uint8_t *buf, uint16_tlen)

nv_err_t nv_read16( uint16_t
addr, uint16_t *val )

nv_err_tnv_read32( uint16_t
addr, uint32_t *val )

nv_err_t nv_write( uint16_t addr,
uint8_t *buf, uint16_t len )

nv_err_tnv_write16( uint16_t
addr, uint16_t val )

nv_err_t nv_write32( uint16_t
addr, uint32_t val )

Description
Initializes the NVM and FEE modules.
Requests that dirty RAM data be written to flash.

Drives the background FEE state machine. Call
periodically.

Returns the start address of the RAM-backed EEPROM
buffer.

Called when no valid flash data exists. User populates
defaults here.

Reads len bytes from NVM at byte address addr.
Reads a 16-bit value from NVM at byte address addr.
Reads a 32-bit value from NVM at byte address addr.
Writes len bytes to NVM at byte address addr.

Writes a 16-bit value to NVM at byte address addr.

Writes a 32-bit value to NVM at byte address addr.

Table 4-1: ssNVM API functions

4.1 Data Type Definitions

Data type:

nv_err t

Description:
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nv_err_t is an enumeration returned by all NVM read and write functions. It indicates
whether the requested operation completed successfully or encountered an error.

Definition:
typedef enum {

NV_DONE =0, /* Operation completed successfully.
*/

NV_BUSY =1, /* Flash is busy; operation could not
start. */

NV_ADDR INVALID = 2 /* Address or length exceeds EEPROM
size. */

} nv_err t;

4.2 Function APIs

nv_init

Function Prototype:
uint8 t nv_init( void );

Description:

nv_init initializes the NVM module and the underlying FEE and flash layers. It must be
called once at startup before any other NVM function is used.

During initialization, ssNVM searches the configured flash sectors for the most recently
written valid sector. If a valid sector is found, its EEPROM image is copied into the RAM
buffer for immediate use. If no valid sector is found (e.g. first power-on), the RAM buffer
is cleared to zero and nv_load_defaults() is called so the application can set factory-
default values.

nv_init returns 0 on success and 1 if the flash hardware failed to initialize.

Parameters:
void

Return Value:
0: Initialization succeeded.

1: Flash hardware initialization failed.
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nv_flush

Function Prototype:
void nv_flush( void );

Description:

nv_flush marks the RAM EEPROM buffer as requiring a flash write. The actual write to
flash is deferred and executed by nv_update() asynchronously.

nv_flush should be called whenever application code wants to ensure that the current
RAM contents are eventually committed to flash — for example, after updating one or
more NVM variables. It is safe to call nv_flush multiple times before nv_update()
processes the request; only one flash write cycle will be initiated.

Note that nv_write(), nv_write16(), and nv_write32() automatically set the dirty flag when
data changes, but they do not automatically call nv_flush(). The application must call
nv_flush() to trigger a flash write.

Parameters:
void

Return Value:
void

nv_update

Function Prototype:
void nv_update( void );

Description:

nv_update drives the background FEE state machine and must be called periodically
from the application's main loop or a low-priority task. It is not interrupt safe and must
not be called from an interrupt service routine.

Each call to nv_update advances the FEE state machine by one step. Multi-step
operations such as writing a full EEPROM sector to flash or erasing the next available
sector are spread across multiple calls so that nv_update returns quickly and does not
block the caller for extended periods.
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If a flush has been requested via nv_flush(), nv_update will initiate the flash write
sequence on the next available call when the FEE layer is idle.

Parameters:
void

Return Value:
void

nv_get_ee_start

Function Prototype:
uint32 t nv_get ee start( void );

Description:

nv_get ee_start returns the starting address of the internal RAM buffer that mirrors the
EEPROM image. This function is used internally by the FEE layer and is not typically
called by application code.

Parameters:
void

Return Value:
The 32-bit address of the start of the RAM EEPROM buffer.

nv_load_defaults

Function Prototype:
void nv_load defaults( void );

Description:

nv_load_defaults is called automatically by nv_init() when no valid EEPROM data is
found in flash. This occurs on first power-on after programming or after a deliberate
flash format.
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This function is the intended location for application code to initialize all NVM variables to
their factory-default values. The function body in nv.c is intentionally left empty (aside
from setting the dirty flag) and must be populated by the integrating developer.

nv_load_defaults sets the dirty flag so that the default values will be written to flash on
the next nv_flush() / nv_update() cycle.

Parameters:
void

Return Value:
void

Example:
void
nv_load defaults( void )
{
uintl6 t default speed 100;
uint32 t default odometer = 0;

nv_writel6( NV_ADDR SPEED, default speed );
nv_write32( NV_ADDR ODOMETER, default odometer );

nv_is dirty 1;

nv_read

Function Prototype:
nv_err t nv _read( uintl6_t addr, uint8 t *buf, uintl6 t len );

Description:

nv_read copies len bytes from the RAM EEPROM buffer starting at byte address addr
into the buffer pointed to by buf. The read completes immediately because data is
served from RAM; no flash access occurs.

Parameters:

addr: Byte address within the EEPROM image to read from. Must satisfy addr + len <=
FEECFG_EE_SIZE.
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buf: Points to the memory where the read data should be stored.

len: Number of bytes to read.

Return Value:
NV_DONE (0): Data was copied successfully.

NV_ADDR_INVALID (2): addr + len exceeds FEECFG_EE_SIZE.

nv_read16

Function Prototype:
nv_err t nv _readl6( uintl6_t addr, uintlé6_t *val );

Description:

nv_read16 reads a 16-bit (2-byte) value from the RAM EEPROM buffer at byte address
addr. The address must be 2-byte aligned.

Parameters:
addr: 2-byte-aligned byte address within the EEPROM image.

val: Points to a uint16_t where the read value will be stored.

Return Value:
NV_DONE (0): Value was read successfully.

NV_ADDR _INVALID (2): addr is not 2-byte aligned, or the address is out of range.

nv_read32

Function Prototype:
nv_err t nv_read32( uintl6_t addr, uint32 t *val );

Description:

nv_read32 reads a 32-bit (4-byte) value from the RAM EEPROM buffer at byte address
addr. The address must be 4-byte aligned.

Parameters:
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addr: 4-byte-aligned byte address within the EEPROM image.
val: Points to a uint32_t where the read value will be stored.

Return Value:
NV_DONE (0): Value was read successfully.

NV_ADDR _INVALID (2): addr is not 4-byte aligned, or the address is out of range.

nv_write

Function Prototype:
nv_err t nv write( uintl6 t addr, uint8 t *buf, uintl6 t len );

Description:

nv_write copies len bytes from the buffer pointed to by buf into the RAM EEPROM
image at byte address addr. If the new data differs from the existing RAM contents, the
dirty flag is set and nv_flush() must subsequently be called to schedule a write to flash.

If the data being written is identical to the current RAM contents, the dirty flag is not set
and no flash write will occur, preserving flash endurance.

Parameters:

addr: Byte address within the EEPROM image to write to. Must satisfy addr + len <=
FEECFG_EE_SIZE.

buf: Points to the source data to be written.
len: Number of bytes to write.

Return Value:
NV_DONE (0): Data was accepted into the RAM buffer.
NV_ADDR_INVALID (2): addr + len exceeds FEECFG_EE_SIZE.

nv_write16

Function Prototype:
nv_err t nv writel6( uintl6 t addr, uintl6 t val );
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Description:

nv_write16 writes a 16-bit value val into the RAM EEPROM image at byte address addr.
The address must be 2-byte aligned. If the value differs from the current contents, the
dirty flag is set.

Parameters:
addr: 2-byte-aligned byte address within the EEPROM image.

val: The 16-bit value to write.

Return Value:
NV_DONE (0): Value was accepted into the RAM buffer.

NV_ADDR _INVALID (2): addr is not 2-byte aligned, or the address is out of range.

nv_write32

Function Prototype:
nv_err t nv write32( uintl6 t addr, uint32 t val );

Description:

nv_write32 writes a 32-bit value val into the RAM EEPROM image at byte address addr.
The address must be 4-byte aligned. If the value differs from the current contents, the
dirty flag is set.

Parameters:
addr: 4-byte-aligned byte address within the EEPROM image.

val: The 32-bit value to write.

Return Value:
NV_DONE (0): Value was accepted into the RAM buffer.

NV_ADDR _INVALID (2): addr is not 4-byte aligned, or the address is out of range.
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Chapter 5

Configuration

This chapter describes all configurable items of the ssNVM module. All user-editable
configurations are defined in feecfg.h. The flash HAL constants in fls.h must also be
updated for each port and are described in Section 5.2.

5.1 feecfg.h — FEE Configuration

Number of Flash Sectors

Specifies the total number of physical flash sectors reserved for EEPROM emulation.
ssNVM rotates through these sectors for wear leveling; each write cycle uses one sector
while the others hold previously valid images or are kept erased. A minimum of 2
sectors is required. Using more sectors extends the overall flash endurance.

#define FEECFG SECTORS TOTAL (32u)

Emulated EEPROM Size

Specifies the size in bytes of the emulated EEPROM image. This determines how much
data is stored to and restored from flash on each write cycle. The value must be a
multiple of 256 bytes and must not exceed FLS_SECTOR_SIZE minus twice
FEE_META_SIZE (32 bytes of overhead per sector). The valid range is 256 to
(FLS_SECTOR_SIZE - 32) bytes.

#define FEECFG_EE SIZE (2048u)

Configuration Constraints

The following compile-time checks are enforced by feecfg.h. A build error is generated if
any constraint is violated:

Constraint Reason

FEECFG_EE_SIZE % 256 == EEPROM size must be 256-byte aligned to match sector
metadata packing.

FEECFG_EE_SIZE >= 256 Minimum usable EEPROM image size.

FEECFG_EE_SIZE + 32 <= The EEPROM image plus header and footer metadata

FLS SECTOR_SIZE must fit inside one physical flash sector.

Table 5-1: feecfg.h constraints
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5.2 fls.h — Flash HAL Constants

Flash Start Address

Defines the starting address of the data flash region that ssNVM may use. This must be
set to the beginning of the first physical sector reserved for EEPROM emulation on the
target device.

#define FLS FEE ADDR START (0xAF000000ul)

Flash Sector Size

Defines the size in bytes of one physical flash sector. All sectors used by ssNVM must
be the same size. The value must be a multiple of 4 bytes.

#define FLS SECTOR SIZE (4096ul)

5.3 NVM Address Map

ssNVM uses a flat, byte-addressed address space from address 0 to
FEECFG_EE_SIZE - 1. Application code is responsible for defining and managing the
layout of variables within this space. It is recommended to define symbolic address
constants in a dedicated application header file to avoid hard-coding raw addresses.

Example address map:

/* Application NVM address definitions */

#define NV_ADDR ENGINE HOURS 0x0000  /* uint32 t - 4 bytes */
#define NV_ADDR ODOMETER 0x0004  /* uint32 t - 4 bytes */
#define NV_ADDR FUEL LEVEL 0x0008  /* uintlé t - 2 bytes */
#define NV_ADDR FAULT FLAGS 0x000A  /* uintlé_t - 2 bytes */
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Chapter 6

Examples

This chapter provides examples of typical ssNVM usage patterns. All examples assume
that nv_init() has been called at startup and that nv_update() is being called periodically
from the main loop.

6.1 Initialization and Default Loading

The example below shows a typical startup sequence, including how to populate factory
defaults inside nv_load_defaults().

/* ——— nv.c (user section) --- */

void
nv_load defaults( void )
{

/* Called automatically by nv_init() when no valid flash data
is found. */

nv_write32( NV_ADDR_ENGINE HOURS, 0

’

( ) ;
nv_write32( NV_ADDR ODOMETER, 0 );
nv_writel6( NV_ADDR FUEL LEVEL, 100 );
nv_writel6( NV_ADDR FAULT FLAGS, 0 );
nv_is dirty = 1;

}
/* --= main.c --- */

void main( void )

{

hw _init(); /* Initialize MCU peripherals *x/
if( nv_init() ) /* Initialize NVM; loads defaults */

fault handler(); /* flash hardware failed x/
app_start();

}

6.2 Reading NVM Variables

The example below shows how to read individual NVM variables at various widths.

uint32 t engine hours;
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uintl6e_t fuel level;
uint8 t vin[17];

/* Read a 32-bit variable */
nv_read32( NV_ADDR ENGINE HOURS, &engine hours );

/* Read a 16-bit variable */
nv_readl6( NV_ADDR FUEL LEVEL, &fuel level );

/* Read a byte array */
nv_read( NV_ADDR VIN, vin, sizeof(vin) );

6.3 Writing NVM Variables and Scheduling a Flash Write

nv_write* functions update the RAM buffer immediately. nv_flush() schedules a flash
write that nv_update() will complete in the background. The example below updates two
variables and commits them to flash.

void
record trip data( uint32 t new odometer, uintl6 t new fuel )
{
nv_write32( NV_ADDR ODOMETER, new_odometer );
nv_writel6( NV_ADDR FUEL LEVEL, new fuel ) ;

/* Schedule flash commit */
nv_flush();

6.4 Periodic Main Loop Pattern

nv_update() must be called regularly. The example below shows a typical bare-metal
main loop structure.

void main( void )

{

hw init();

nv_init();

app_init();

for(;;) |
app_update(); /* Application logic */
nv_update () ; /* Drive FEE background tasks */
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6.5 Forcing Immediate Flush Before Power-Down

In applications that can detect an impending power loss (e.g. via an ignition-off signal),
all pending NVM writes should be flushed and completed before power is removed. The
example below shows a blocking flush.

void

on_power down ( void )

{
/* Request flash write */
nv_flush();

/* Block until FEE is idle */
while( fee is busy() )
nv_update () ;

Note: This pattern is only appropriate when sufficient power hold-up time is available
after detecting power loss. Consult the hardware design documentation to confirm hold-
up time is adequate for the flash write duration.
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